Abstract-Temporal information is increasingly available with network data sets. This information can expose underlying processes in the data via sequences of link activations. Examples range from the propagation of ideas through a scientific collaboration network, to the spread of disease via contacts between infected and susceptible individuals. We focus on the flow of funds through an online financial transaction network, in which given patterns might signify suspicious behaviour. The search for these patterns may be formulated as a temporally constrained subgraph isomorphism problem. We compare two algorithms which use temporal data at different stages during the search, and empirically demonstrate one to be significantly more efficient.
I. INTRODUCTION
Increasingly, network data sets include information describing the times at which interactions occur. For example, in a communication network, the timing of contacts can illustrate the flow of a piece of information. In a network of microblogs, the time at which links occur can reflect the diffusion of sentiment. Infection spreads among individuals through their physical contacts, and depends on features such as infection time and duration.
The focus of our current work is on the flow of money through an online peer-to-peer lending network, in which users lend to and borrow from each other directly. In this setting, a temporally increasing path of transactions may warrant further investigation. If there are defaults along the path, that could point towards money laundering. If the interest rates of loans on a path are increasing, there could be arbitrageurs [1] .
Given a particular subgraph pattern of interest, our task is to find all of its embeddings in a given network graph, such that the embeddings are time-respecting. We approach this as a subgraph isomorphism problem, known to be NP-complete [2] , and use temporal information to prune the search space. We present two methods, which use temporal and topological information at different stages. We compare the running time of the implementations, to empirically demonstrate the benefits associated with active use of temporal information.
II. RELATED WORK
The subgraph isomorphism problem determines whether a given graph contains a subgraph which has the same topological structure as another given graph. Some algorithms that are widely used to tackle this problem use techniques such as backtracking [3] and recursion [4] . Holme et al. [5] present a comprehensive review of temporal networks. Kempe et al. [6] define a time-respecting path as a sequence of contacts with non-decreasing times. The relay time of an edge captures the time taken for a newly infected node to spread the infection further [7] . The spread of information through a network can be modeled by a cascade. The importance of time-constrained cascades is emphasized for understanding contagion [8] .
III. METHODS
Some necessary concepts follow. The subgraphs we seek are time-respecting, made of paths that are activated in nondecreasing sequences [9] . We employ a variant of the subgraph isomorphism problem for our task.
Definition 1:
A graph G2 is isomorphic to a subgraph of a graph G1 if and only if there is a one-to-one correspondence between the node sets of this subgraph and of G2 that preserves adjacency [3] .
Definition 2:
A directed temporal graph G consists of a set V of nodes and a set E of ordered pairs of nodes representing interactions. An interaction e i in E is represented by a threetuple e i = (u i , v i , t i ), in which u i is the source node, v i is the target node and t i is the initiation time of the interaction. We extend an implementation of the VF2 algorithm [4] from the NetworkX Python library [10] . G1 represents the large graph in which a subgraph G2 is sought. The matching process is described by a State Space Representation. Given an intermediate state s, the mapping is extended by first computing candidate node pairs (one node each from G1 and G2), then testing their topological feasibility as matching nodes.
The Topology Before Time (To-Ti) solution first generates candidate subgraphs that match the topology of the query graph. The returned candidates are then evaluated, to test whether the time-respecting property holds. This evaluation applies the tests illustrated in Fig.1 to each node in all of the candidate subgraphs. Only those which are time-respecting are retained.
The Time and Topology Together (Ti&To) solution tests for semantic feasibility at each step of the topological test. Given an embedding of the subgraph G2 in the graph G1, we require that inclusion of a node in its subgraph will maintain the time-respecting property of that subgraph. We define G2 to be time-respecting by construction. Thus, only the semantic feasibility of G1 is checked, using the tests shown in Fig.1 . 
IV. RESULTS
We analyzed data from the peer-to-peer lending website Prosper.com [11] . We constructed a directed, temporal network made up of loans between Prosper members. Each edge is time-stamped with the origination date of the loan. The period we study covers November and December 2006. There are 72 215 edges and 8 690 nodes. We set the waiting time between interactions to d = 5 days [1] . The query subgraphs include paths, cliques, fan-in-fan-out motifs and combinations of these. The Ti&To algorithm was up to sixty time faster than To-Ti. We exclude the subgraphs for which To-Ti did not complete within 48 hours. Since Ti&To performed faster than its opponent on all query subgraphs, we sought a predictor for the types of subgraph that are found fastest. We found subgraph diameter (the length of the longest shortest path) to be the best predictor, as shown in Fig.2 . With a longer path, there are more immediate opportunities for pruning based on a comparison of the times stamped on adjacent edges. Fig.3 illustrates the speedup that occurs when the number of spurious candidates increases. It can be seen that, to some extent, as the number of candidates increases, To-Ti takes increasingly longer than Ti&To. 
V. CONCLUSION
To our knowledge, this is the first application of temporal information in the solution of the subgraph isomorphism problem. The best solution that we describe solves the problem up to sixty times faster than an approach that uses topological and temporal information in separate stages. Our approach also scales to larger target graphs than those used in previous discussions of the problem [4] .
There are a number of research directions that could follow this work. Since our contributions relate to graph theoretical and application-centered problems, there is broad scope for development. Our next objective with this work is to evaluate the methods on other network datasets where the identification of time-respecting structure is of interest.
